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1 Intro duction

This documert provides an overview of the researt that has been carried out
aspart of the author's Ph.D. in the Department of Computing, Lancaster Uni-
versity. In particular, it focuseson the progressachieved over the last twelve
months since the last assessmein (\End of First Year Report"). The report
outlines the motivation for the researt, aswell asthe principles and the main
ideas of the approad. It also brie®y outlines the progressachieved so far and
discusseghe plan for the nal year of the project.

2 Motiv ation

Network Processors(NPs) are an attempt by hardware vendorsto ful'll the
growing need for low-priced specialized network hardware elemerns that are
more future proof than convertional custom hardware or Application Speci c
Integrated Circuit (ASIC) baseddesigns,and can be applied in a wider range
of situations (e.g. in networked devices, as edge-netvork routers and even in
the network core). In addition, NPs are seenby someas potential vehiclesfor
the deployment of active networking-derived technologies[1] which exploit the
potential of NPs for run-time software recon guration. Architecturally, NPs are
multipro cessor-basedchardware units that support a number of network ports
and provide software-programmablepadket processingfacilities. They have the
ability to perform relatively complex pacet processingat line speeds.

There is a downsideto current NP designs,however: they are notoriously dif-
“cult to program [2], [3]. This is becauseof their complexdesign(e.g. involving
multiple processorsjncluding both general purposeand specialized processors;
and multiple memory and interconnecttechnologies),their extremearchitectural
heterogeneiy acrossvendorsand products [4], and their demandingperformance
constraints.

In addition to high con- gurabilit y, it is recognized[5] that a desirablechar-
acteristic of NPs is runtime recon guration. This characteristic is usefulin a NP
environment for a number of applications, including adaptive security provision
[6], dynamically extensible services(PromethOS) [7], and even in space-based
applications [8]. In addition the active networking (AN) community have been
heavily involved in investigating the useof NPs in their "eld [9]. This is because
ANs require signi cantly more data-plane processingand also require routers
to exposetheir state to allow recon guration of forwarding functions.

Furthermore, NPs which exhibit richly-featured hardware designs largely
remain under-exploited by software [10]; and their extreme heterogeneiy tends
to inhibit translation of software, software designs,or even skills acrossbrands.
The problem is exacerbated by the need for extreme performance and high
con- gurabilit y, both of which add considerablyto software complexity.

Unfortunately becauseof the complexity of NPs, current NP software toolk-
its fail to provide any support at all for runtime recon guration. The majority
of NP software toolkits have focusedon enhansingthe ability of compilers [11]



and intelligent code placemert [12]. Runtime support for con guring and recon-
“guring NPs is extremely basic and for the majorit y of casesconsistsof halting
a platform, uploading new code blocks and restarting the platform.

The solve these problems a generic NP software toolkit would be required
to support design portabilit y acrossheterogeneousNP archiectures and addi-
tionally support runtime recon guration. This must, however take accourt of
the overriding aim beingto do this whilst maintaining the extreme-performance
that NPs are capable.

3 Our Approac h

The aim of the researt is to solve the problem of NP heterogeneiy and aid
in easingthe dixcult y of developing software solutions for NP platforms. In
addition to supporting the array of heterogeneous\NP architectures currently in
existence,the resear is also attempting to support future NP architectures.

Out goals are to dewelop a generic programming model for NPs that ac-
commodates complex architectures and architectural heterogeneiy while also
supporting design portabilit y, high performanceand runtime recon gurability.
Our approad is basedon the run-time componert model presenetedin [13].
It featuresa componert runtime with low memory footprint, employs formally
speci ed interfaces,supports componerts written in di®eren programming lan-
guages, and uniformly abstracts over di®erent processortypes and di®eren
inter-processorcommunication medanismswithout lossof performance. In ad-
dition, the programming model utilises the notion of componert frameworks
[14] to constrain setsof componerts within a area of encapsulation.

The model promotes conceptual uniformity and design portabilit y acrossa
wide variety of NP typeswhile simultaneously exploiting hardware assiststhat
are speci ¢ to individual NPs. The programming model's architecture exhibits
built-in  support for third-part y loading and binding of componerts. This is
accomplishedby the use of pluggable loaders and binders which load binary
code and can bind binary code componerts together. This is especially relevant
for the deployment of componernts on NP platforms as loading and binding
inherently occursin a third-part y manner. Furthermore, becauseof the nature
of the platform, and the ne granularity necessaryto perform recon guration
successfully it is neccessaryto support binding in many di®erert ways, the
programming model supports this.

As well as dealing with the wide variety of heterogeneousNP architectures,
the model, becauseof its inherent modular designand high-level support also
lendsitself to supporting runtime recon guration. This high-level support takes
the form of resourcemanagemem and CF composition both vital for supporting
e®ectiely a runtime recon gurable platform.



4 Progress Report

In this chapter | preser a brief summary of the work | undertook in my rst
and secondyears. | alsopresert a list of my publications with brief summaries.

4.1 First Year

My “rst year involved a broad investigation of the Active Networking “eld,
this investigation was spavned from the target "eld of the NetKit [15] researt
project. | wasalsoheavily involved in the redesignand porting of the MSCOM
basedOpenCOM to the XPCOM version of OpenCOM on the linux platform.

The bulk of my rst year was involved in the general task of enhansing
my programming and operating system skills which have since proved to be
vital. This involved extensive C/C++ programming, including writing a IDL
compiler for the redesignedOpenCOM. | also greatly improved my Linux ker-
nel/system/userspaceprogramming knowledgewhich hasproved vital in setting
up and fully investigating the IXP platforms.

4.2 Second Year

Further to the work porting OpenCOM to the linux ervironment, i wasInvolved
in the further redesignand reimplementation of OpenCOM to a smallerfootprint
minus the dependencyof XPCOM.

We have beenworking to deploy and evaluate the OpenCOM componert
model on the Intel IXP1200. The IXP1200 was selectedbecauseof its open and
well documerted architecture, and becauseit is a richly-featured NP in terms of
the dimensionsdiscussedin [13]. In addition to the study and implementation
work on the IXP1200 platform, | carried out a extensive initial survey of the
“eld of NPs.

4.3 Publications

The following list describespublished papersthat presen partial results of our
researd. Kevin Lee hasbeenthe primary author of the papers cited below.

2 \T owards a Generic Programming Model for Network Processors” (Kevin
Lee, Geo®Coulson, Gordon Blair, Ackbar Joolia, J§ Ueyama) IEEE In-
ternational ConferenceOn Networks ICON 2004. This paper rstly ad-
dressesthe ditcult y to program seweral existing networking processor-
basedrouters (lik e IXP1200 and Motorola [16]). As a solution, we propose
a genericprogramming model to facilitate programming of these complex
ervironments.

In addition, the following papers have beenpublished by our researt group
(NetKit project). | has been actively involved in writing these papers, and
indeed has cortributed large sectionsto ead paper:



\NETKIT: A Software Component-Baseal Approachto ProgrammableNet-
working" (Geo®Coulson, Gordon Blair, David Hutchison, Ackbar Joolia,
Kevin Lee, J§ Ueyama, Antdnio Gomes,Yimin Ye) appearedin Computer
Communication Review, a publication of ACM SIGCOMM, Volume 33,
Number 5, October 2003. ISSN# 0146-4833.This journal paper describes
the approach of our researth and presers partial results collected from
our implemertation.

\A Re°’ective Middleware-tased Approach to Programmable Networking"
(Geo® Coulson, Gordon Blair, Antdnio T. Gomes,Adkbar Joolia, Kevin
Lee, J§ Ueyama, Yimin Ye), at the Proceedingsof the 2nd Interna-
tional Workshop on Re’ective and Adaptive Middleware (located with
ACM/IFIP/USENIX Middleware 2003), Rio de Janeiro, Brazil, June,
2003. This paper preserts how our componert model (OpenCOM), which
was successfullyapplied on middleware platforms, can be implemented to
enhansethe °exibilit y on programmable networks.

\A Re-oon gurable Component-tasal Model for Programmable Networks"
(J% Ueyama, Stefan Schmid, Geo®Coulson, Gordon Blair, Antdnio Tadeu
Gomes, Ackbar Joolia, and Kevin Lee), preseried at the Fourth Interna-
tional Workshop on Distributed Auto-adaptive and Recon gurable Sys-
tems (DARES 2004), in conjunction with ICDCS2004, Tokyo, Japan,
March 23-26,2004. The current paper describeshow our componert model
can better support the con guration and recon guration mechanisms. We
then show the study caseapplied to networking systems.

\A Glohally-Applied Component Framework for Programmable Routers"
(J% Ueyama, Geo® Coulson, Gordon Blair, Stefan Schmid, Antdnio T.
Gomes, Ackbar Joolia, Kevin Lee), preseried at the Fifth International
Working Conferenceon Active Networks IWAN 2003, 10 - 12 Decem-
ber 2003, Kyoto, Japan. This paper describesthe main principles of our
researty (namely our “globally-applied' approac for programmable net-
working systems). We demonstratethe advantageousof this approad (e.g.
we describe that the programming of thesecomplex environments, like the
IXP1200, can be simpli ed by providing a unique componert model that
can deploy Linux and microengine componerts). At last it gives some
details of the implementation being carried out.

\Enabling Re-oon gurability on Component-tasel Programmable Nodes"
(JB Ueyama, Stefan Schmid, Geo®Coulson, Gordon S. Blair, Antdnio T.

Gomes,Ackbar Joolia, Kevin Lee), PhD Workshop, Combined DAIS/FMOODS

conference,Paris, Nov 2003. This short paper sered as a survey of our
researd and preseris the rst results of our work.
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Figure 1: Timetable for 2004/2005

5 Plan for Final Year

This yearsworkload will be broadly split up into "v e tasks; implementation of
the programming model, implemertation of a componert framework, analysis
and ewaluation, thesis writeup and ongoing Tasks (see below). This chapter
details eat of these and presens a estimated timeline for ead of the tasks.
The diagram in "gure 1 provides a estimated timeline for the project over the
next 12 months.

5.1 Programming Mo del Implemen tation

This phasecomprisesof the implementation of the programming model for the
Intel IXP2400, the core IP implementation, example application and testing.

I am currently about half way though the implementation of our program-
ming model for the Intel IXP platforms. We have a mature componert-model
which can run on any gcc-supprted general purpose processor. We also have
this deployed successfullyon the Strong-ARM processorof the I1XP1200. The
remainder of the implementation involvespolishing the deployment of the com-
ponert model on the IXP, implementation of more mature binders to comple-
mert the loadersalready implemerted.

I am currently in the processof transferring and upgrading my skills from
the 1XP1200 [17] platform to the 1XP2400 platform [18]. The reasonfor this is
the improved tool-set support as well as the availability of modular IPv4 and
(possibly) TCP termination source-cale. The availability of this source code
will greatly speed-upthe implemertation process.

A certain degreeof genericity can be demonstrated by implementing the
programming model on both the IXP1200 and IXP2400 due to the substartial
di®erencesn the architectures, the IXP1200 was originally designedby NEC
and re-engineeredby Intel into the IXP2400.



However | am aware that this is not a powerful enough study alone to il-
lustrate true genericity. Thusit is my intention to investigate the possibility of
deploying the platform on another NP. As such i am actively researding other
NPs with the aim of acquiring a substartially di®eren architecure to deploy
the programming model. Potential NPs include the AMCC nP3710[19] and
the Agere PayLoadPlus [3].

It is expectedthat this phasewill be completed within 5 months, although
this may dependon any modi cations neededfor the analysisphase. In addition,
any additional platform implemenrtation will take additional time.

5.2 Comp onent Framew ork Implemen tation

To demonstrate the power of the approacd introduced in section 3, as well as
the programming model implementation itself a componert framework will be
developed. This will consist of a domain-speci ¢ framework which allows the
plugging in of application-speci ¢ componerts. This componert framework will
be usedto analyseand evaluate the performanceof the programming model.

NPs are designedfor data processinga large number of padket °ows at line
speeds,as suc a video-on-demand(VoD) application is the perfect evaluation
application. An componert framework for supporting VoD would enablea NP
to deal with a large number of video streams targetted toward speci ¢ client
demands. NPs have the ability to not only route a large amount of streamsto
a wide variety of clients, but also the processingpower to adapt the streams
(the 1XP2400 for instance has around 10Ghz of processingpower, for 4 gigabit
ports). This adaptation can take the form of transcoding, B-frame dropping or
wavelet selecting.

The actual implemenrtation will consistsof a componert framework based
on the programming model implementation. A number of implemented video
codecsfor the IXPs microengineswill alsobe developed to test the frameworks
performance. These will be heavily used during the analysis and evaluation
phases.

5.3 Analysis and Evaluation

After the implementation of the programming model and application framework,
it will be necessaryto perform a extensive and detailed analysis and evaluation
stage. The focusof thesetasksis to investigatethe implemenrtation in relation to
the thesis discussedin [13] and will be targeted towards supporting the writing
of further publications as well as the thesis documert.

The analysisand evaluation will consistbroadly of two groups, a qualitativ e
group and a quantatativ e group. The qualitativ e group of tests will consist
of tests aimed at proving the value-added aspects of the programming model
are sound. For instance a number of test-caseswill have to be carried out to
study the act of runtime recon guration of the application framework. The
gualiatitiv e tests will also investigate how the medcanismsused di®er from the



onesultilised by other programming models (lik e the Intel ACE [20] framework)
and evaluation any bene ts gained.

The quantativ e group of tests have the broad aim of analysing the perfor-
mance of the implemented programming model and application framework. It
will utilise the implemented VoD scaling/degrading plugins in a application sce-
nario to shov how system performance is a®ectedwhen processorshandling
gigabit speedtratc is recon gured.

As well as evaluating the implementation in a qualitative and quantativ e
manner, as the programming model is claiming to be generic, it is necessary
to evaluation on multiple heterogeneousarchitectures. As mertioned in section
5.1the aim is to ewaluate the programming model with the componert frame-
work on the IXP1200, IXP2400 and another NP. Thus, the evaluation of the
model on the can utilise the StrongARM (IXP1200), XScale ARM (IXP2400),
MicroEnginesV1 (IXP1200), MicroEnginesV2 (IXP2400) aswell asbindings for
coprocessorson these platforms. In addition to these, the component frame-
work will be implemented on a x86 linux-based achitecture with our current
programming model implemertation.

5.4 Phase IV: Writing Up

The nal deliverable of this researd will be a thesisdocumert. This is expected
to take approximately nine months from early drafts to the nal documert. A
preliminary plan for the structure of this documen together with commens is
provided below:

1. Intro duction This sectionwill introducethe readerto the researt topic
and the motivation for my work. It will introduce the "eld on NPs, and
try to sum up the important peculiarities of that “eld. It will “rst discuss
the positive attributes NP can bring to the "eld of active networks and
then introduce the problemswith current NP software. The remainder of
the intro duction will involve the motivation for the work, giving a detailed
introduction to the proposedsolution. This section will also cortains a
brief description of the structure of the thesisitself.

2. State of the Art of Net work Pro cessors This will sectionoutline the
current state of the art in the "eld of NPs. Details important distinctiv e
architectures, provides a classi cation of thesearchitectures and discusses
important developmen software.

3. State of the Art of Comp onent-based Network Pro cessor Soft-
ware This sectionwill outline important milestonereseart e®ortsin the
“eld of componert-based systemssoftware.

4. Generic Programming Mo del This section details the reasoningbe-
hind the notion of a generic programming model together with a detailed
look at the model itself. It will speci cally focus on issuesof utilizing a
componert-based programming model in the "eld of networking and NPs.



5. Intel IXP2400 Implemen tation This sectionwill detail the implemen-
tation of the genericprogramming model for a single target NP architec-
ture. The detail will include the core model aswell asa IP I3 forwarder
implementation and a example active application like a video transcoder.

6. Generic Application to NPs This section will build on the previous
two chapters by illustrating in detail how the programming model maps
in theory and in practice to a range of NP architectures. The aims of this
chapter are to show that all the distinct architectures previously identi ed
in the NP classi cation are supported in the genericprogramming model.

7. Evaluation This sectionwill include an evaluation of the implementation
and analysis undertaken utilizing the IXP2400. Importantly, this section
will also evaluate the notion of a generic programming model and the
issuesthis presens.

8. Conclusions and Future Work This sectionwill give a detailed sum-
up of the researd presened in the thesis and presen conclusionsbased
on this. Part of this section will also be dewted to discussingpotential
future work basedon this researd.

5.5 Ongoing tasks

In addition to the focusedtasks of implementation and evaluation, an equally
important part of the subsequeh year will two ongoingtasks. Theseare:

2 0Ongoing Researt in the "eld on NPs

As the premise of the thesisis that the described programming model for

NPs has the property being genericacrossmultiple platforms, it is essen-
tial to illustrate this in the thesis. This will take the form of a investigation

into the ertire "eld of NPs. In order to prove the generic aspects of the

thesis, a number of distinct NPs identi ed as being samplesof the di®er-
ent identied NP categorieswill be analyzedin detail. If time is available,

the ideal is to investigate the sample NPs programmably including a in-

vestigative implementation. We are already actively attempting to obtain

NP products other than those donated to us from Intel. The result of
this researt will directly be applicable on potential publications and the

thesis documert itself.

2 Writing/Publishing further papers

The writing and submitting of further papersis animportant ongoingtask
in the next year. The rst phaseof publications included the ICON 2004
paper presen in Appendix A. This paper represeried medium to mature
level project position and also early implemenrtation results. The second
phaseof publications will depend on the completion of the implementation
phaseand will involve preserting this data heavily. It is hoped that this
phase will consist of a single conference/workshop paper which will be

10



written in the weeks after implementation/ev aluation is completed. A
third phaseis also expected towards the end of the thesis writeup when
the completere ned thesishasbeenformulated and fully researded. This
phasewould ertail a nal paper presening the completedimplementation
together from the "nal thesis and badkup researt. It is expected that
this would be targeted towards a journal becauseof the expected length
of such a paper.

6 Concluding Remarks

This report has presened a brief introduction to the "eld, an assessmenof the
perceived problem and the motivation for the researt. It hasalso preseried a
summary of the researt conductedin the rst and secondyear, both personally
and as part of the researd group. A plan of work for the next 12 months has
beenpresened together with a rational for this work. It is hoped that this plan
will represen the work for the next 12 months, howewer it is inevitable that
minor changeswill be necessary

11
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TOWARDS A GENERICPROGRAMMING
MODEL FOR NETWORK PROCESSORS

Kevin Lee, Geof Coulson,GordonBlair, Ackbar Joolia,Jo Ueyama

LancastetUniversity, LancasterLA1 4YR, UK

Abstract—Network Processors(NPs) are emerging as a cost
effective network element technology that can be more readily
updated and evolved than custom hardware or ASIC-based
designs.Mor eover, NPs promise support for run-time recon gu-
ration of low-level networking software. However, it is notoriously
dif cult to develop software for NPs becauseof their complex
design, architectural heterogeneity and demanding performance
constraints. In this paper we present a runtime component-
based approach to programming NPs. The approach promotes
conceptual uniformity and design portability across a wide
variety of NP types while simultaneously exploiting hardware
assiststhat are specic to individual NPs. To shov how our
approach can be applied in a wide range of types of NPs
we characterise the design space of NPs and demonstrate the
applicability of our conceptsto the various classesidenti ed.
Then, as a detailed case study, we focus on programming the
Intel IXP1200 NP. This demonstratesthat our approach can be
effectively applied, e.g in terms of performance,in a demanding
real-world NP ervironment.

I. INTRODUCTION

Network Processors(NPs) are an attempt by hardware
vendorsto ful Il the growing needfor low-priced specialised
network hardware elementsthat are more future proof than
cornventionalcustomhardwareor ASIC-basedlesignsandcan
be appliedin a wider rangeof situations(e.g. in networked
devices, as edge-netwrk routers and even in the network
core).In addition,NPsare seenby someas potentialvehicles
for the deploymentof active networking-derized technologies
[1] which exploit the potential of NPsfor run-time software
recon guration.Architecturally NPsare multiprocessebased
hardware units that supporta numberof network ports and
provide software-programmablgaclet processingfacilities.
They have the ability to perform relatively complec paclet
processingat line speeds.

Thereis a downsideto currentNP designs,however: they
are notoriously dif cult to program[2], [3]. This is because
of their complex design(e.g. involving multiple processors,
includingbothgenerapurposeandspecialisegrocessorsand
multiple memoryandinterconnectechnologies)their extreme
architecturalheterogeneityacrossvendorsand products[4],
andtheir demandingperformanceconstraints.

Therefore,NPs often exhibit richly-featuredhardware de-
signs that remain undereploited by software [5]; and their
extremeheterogeneityendsto inhibit translationof software,
software designs,or even skills acrossbrands.The problem
is exacerbatedy the needfor high performanceandruntime
recon guration, both of which add considerablyto software

complity. In particular becauseof their compleity, mary
NP software toolkits fail to provide ary supportat all for
runtime recon guration.

The aim of the researchdiscussedin this paperis to
develop a genericprogrammingmodel for NPs that accom-
modatescomplex architecturesandarchitecturaheterogeneity
while alsosupportingdesignportability, high performanceand
runtime recon gurability. Our approachis basedon a run-
time software componentmodel. This promotesconceptual
uniformity and design portability acrossa wide variety of
NP types while simultaneouslyexploiting hardware assists
that are speci c to individual NPs. It featuresa distributed
runtime with low memoryfootprint, emplagys formally speci-
ed interfaces,supportscomponentswritten in different pro-
gramminglanguagesand uniformly abstractsover different
processortypes and different inter-processorcommunication
mechanismsawithout loss of performance.lt also explicitly
supportsrun-time recon gurationof software.

The remainderof the paperis structuredas follows. In
sectionll, we characterise¢he designspaceof NPsasa basis
for arguing the genericity of our approach,and also suney
a numberof existing programmingmodelsprovided both by
the manufcturersof various NP products,and by indepen-
dentresearchersln sectionlll, we presentour approachto
programmingNPs and shov how this improves on existing
approachesThen, in sectionlV, we provide a detailedcase
study of the applicationof our approachto the Intel IXP1200
NP. Finally, in sectionV we offer our conclusions.

Il. NETWORK PROCESSORS
A. Classi cation

As mentioned,the eld of NPs is notable for its great
architecturalheterogeneityln general,however, it can safely
be said that NPs universally provide programmablesupport
for processingpaclets, and that this usually takes the form
of one or more padket processos. Thesecan be supported
either on a single chip or acrossmultiple chips. In addition,
NPs universally supporta numberof MAC-level ports, some
memory and someform or forms of processointerconnect.

In this sectionwe attemptto capturethe designspaceof
NPs in termsof a small numberof orthogonaldimensions.
In particular we have chosenfour key dimensionswhich, we
believe, most usefully partition the NP designspace.These
are:



Fig. 1. The Intel IXP1200 (from [7])

= the padet processordimension- the rangeof types of
paclet processorsupportedby an architecture

> the memoryarchitectue dimension- the rangeof tech-
nologiesand organisationsof the memoryprovided

2 the interconnectdimension- the range of interconnect
technologiesemployed

= the control and manayementdimension- the degree of
supportfor centralisedcontrol and management

We also demonstratehow some prominent NP products
map to this space.In so doing, we lay the groundwork
for a discussionon how our component-basegrogramming
approachcanaccommodatéehe full diversity of NPs.

1) The Packet ProcessorDimension: Most NPs feature
multiple paclets processorsbut the natureof thesecan vary
from CPUswith very generainstructionsetsto single-purpose
dedicatedunits for, e.g., checksummingor hashing, which
are not programmableFurthermore,some NPs feature only
onetype of paclet processofand otherssupporta numberof
differenttypes.

For example,the Intel IXP1200 NP [6] (see®gure 1) sup-
portsa uniform setof six so-calledmicroengineswhich sene
aspaclet processorsTheseare 233-600MhzCPUswhosein-
structionsetincludesl/O to/from MAC-ports,paclet queuing
support,and checksummingThey supporthardware threads
with zero context switch overheadand can be programmed
eitherin assembleor C. The IXP1200alsoincludesa general
purposeStrongARM CPU which senes as a controller and
alsotypically performsslow-path operations.

On the other hand, the Motorola C-Port [8] emplo/s so-
calledchannelprocessos which aregenericpaclet processors
groupedin setsof four that sharean areaof fast memory
But in addition it supportsa range of dedicated,non pro-
grammable processorghat perform functions such as queue
managementable lookup, and buffer management.

As a third example, the EZChip NP-1 [9] has no fully
genericprocessorsRather it employs dedicatedpacket pro-
cessorsthat perform speci®c tasks such as parsing paclets,

table lookup or paclet modi®cation.Although theseare ded-
icated to their given “"domain’, they are quite e xible and
programmablewithin that domain.

2) The Memory Dimension: Memory is usedin all the
fundamentaloperationsof a NP, including paclet storage,
table lookup, queuingand synchronisationThe propertiesof
different memory typestypically differ in termsof size and
speedwhereagheir organisationdiffersin termsof the degree
of centralisatioremployed andthe accessibilityfrom different
paclet processors.

Memory typesand organisationgyreatly affect the structure
of NP software. To deal with the memory organisationof a
particular platform, the programmerhas to choosethe best
memoryusestratgy for a particularoperation.For example,
whencreatinga o w-tablefor high-speedtonnectionsan Intel
IXP1200 programmemight chooseon-chip scratchmemory
whereasan IBM PowerNP programmer[10] might use that
architectures high-speednternal SRAM.

3) The Interconnect Dimension: Different NPs provide
differentmechanismdor inter-processocommunicationsuch
as sharedregisters,buses(of varying types), sharedmemory
(perhapsa range of typesthat male different trade-ofs be-
tweencapacityand speed),and dedicatedchannels.

For example,the IXP1200 provides a fastbus for commu-
nication betweenits microenginesMAC ports and memory
It alsoprovidessharedregistersand a rangeof memorytypes
(i.,e. SRAM, SDRAM). The sharedregisters and memory
are typically usedtogetherat the software level to realise
inter-processocommunicationThe newer IXP2400NP from
Intel also provides “next-neighbour' registersthat provide a
dedicatednterconnectbetweentwo “adjacent'microengines.

The Motorola C-Port employs shared fast memory for
interconnectiorbetweengroupedchannelprocessorgas men-
tioned above). It also employs multiple onboard buses for
communicatiorbetweerthesegroups,andsharednemorythat
is manageddy a dedicatedorocessar

Unlike the two examplesabore, the EZChip offers a very
staticandlimited interconneciwhich arrangeghe paclet pro-
cessorsn a strict pipelinetopology The CiscoPXF [11] uses
a variantof this approachit offers multiple parallelpipelines
and some capability for communicationbetweenpipelines.
Clearly, thesearchitecturesare less e xible, althoughpoten-
tially fasterthanthe bus-basednterconnectsliscussedbove.

4) The Control and ManagementDimension: Apart from
the genericity/speci®cityof their paclet processorsdifferent
NPs malke different choicesregarding centralisation/decen-
tralisation of control and managementFor example, some
NPs rely exclusively on external control in the form of a
host workstation. Others (e.g. the IXP1200) incorporatea
commodity CPU on the NP itself which runs an operating
system,and otherssupportsuf®ciently powerful and general
paclet processorsghat ary of thesecan potentially sene asa
locus of control and management.

The IXP 1200's on-boardStrongARM CPU runs a com-
modity OS such as Linux. As well as handling slow-path
paclet processingthe StrongARM is responsiblefor loading



codeonto the microenginesand stoppingandstartingthemas
required.

The Motorola C-Port, on the other hand, has no built-in
centralisedcontroller Instead,it relies on a host workstation
to load and supervisethe operationof its “channelcontroller'
paclet processorsNeverthelessit is theoreticallypossibleto
dedicateone of the channelcontrollersto take the supervisory
role, especiallyif ®ne-graineddynamicrecon®guratiorof the
NP is a goal.

Similarly, the EZChip relies on a host workstation for
control and managementln this case,thereis no alternative
becausededicating one of the paclet processors,even if
possible (cf. their lack of generality), would introduce an
unacceptabldottleneckin the pipeline.

B. Softwae for NetworkProcessos

The provision of software developmentervironmentsfor
differentNPsis almostasdiverseasNP hardwarearchitecture.
In this section we examine both proprietary and research-
derived programmingervironmentsandshow thateachis hard
to generalisebeyond the speci®c architectureat which it is
targeted.

In termsof proprietarysoftware,we focuson programming
modelsand developmentervironmentsfor the IXP1200 and
the IBM PowerNR Informationon the software ervironments
used by other NPs is unfortunately hard to obtain without
signing non-disclosureagreements.

Intel's MicroACE [12] is tamgeted at the 1XP1200 and
other Intel IXA products.In this model, proxy-like software
elements(called active computingelementsor ACES) on the
IXP1200's StrongARM control processorare “mirrored’ by
blocksof code(calledmicroblocks)that run on microengines.
Thanksto this mirroring, whenthe programmetoadsa Stron-
gARM elementthe correspondingnicroblockis transparently
loadedontoamicroengineasasideeffect. Themicroblockcan
chooseto of oad pacletsto its associatedACE for handling
on the slow path.

Although it provides a useful degree of abstraction,the
MicroACE approachis limited to IXP1200-like architectures
that emplgy a tightly integrated control processar Further
more,the modelleaveslinkagesbetweemmicroblocksimplicit
in the way the microblocks are written: is not possibleto
combinemicroblocksin unanticipatedopologiesor to exploit
interconnectmechanismsother than those explicitly chosen
by the microblock author Also, the ACE approachcannotbe
usedto perform dynamicsoftware recon®gurationasit takes
noaccounbf theintegrity of arunningcon®gurationif acom-
ponentis replaced,a neighbouringcomponentwill inevitably
fail ascomponentsxpectto interactdirectly. Teja NP [13] is
anothercommercialproducttargetedat the IXP1200,although
it alsorunson the IBM PowerNP serieswhich is very similar
architecturally(at leastin termsof our classi®cationscheme)
to the IXP1200. Ratherthan offer an abstractprogramming
model like MicroACE, Teja focuseson the provision of an
integratedtool chainand developmentervironment.Although
this easeshe developmentof NP softwareit providesminimal

architecturalabstractionand thereforeminimal designporta-
bility.

Turning to research-deved programming ervironments,
NetBind [14] provides the abstractionof a set of paclet-
processingcomponentsthat can be boundinto a data path.
This is doneby adoptingthe corvention of a standardentry
andexit instructionsequencéor microblocks,andoffering the
capability to dynamically ‘morph’ jump instructionsin these
sequenceso that executionis transferredto the entry point
of the microblockto be executednext. This separateshe raw
functionality of amicroblockfrom theway it is composedvith
others,and also gives the NetBind programmetthe ability to
dynamicallyrecon®gurecompositionsof microblocks.

NetBind goes beyond MicroACE in supporting exible
compositionof microblocks,but it offers no abstractionover
the NP's memoryorganisationjnterconnectsor over different
sorts of processorge.g. the microengines StrongARM, and
workstation host of an IXP1200-basedrouter). It therefore
offers no more design portability acrossdifferent NPs than
MicroACE.

NP-Click [15] is anothercomponent-baseg@rogramming
modelfor NPs;it is derivedfrom anearlierPC-basedoftware
routermodelcalledClick. Again, NP-Click hasbeenprimarily
targetedat the IXP1200.1t is foundedon a muchrichermodel
of componentghan NetBind. While communicationbetween
NetBind microblockstakesplaceover low-level untypedentry
and exit points, Click componentshave typed ports and
connectionsbetweenports can be designateds either “push’
or “pull' which provides declaratie control over ow of
control and threading.In addition, NP-Click abstractsto a
degree,over the differentmemorytechnologiefferedby the
IXP1200 by providing keywords such as “global’, “regional’
or “local' which causethe associateccomponentio be auto-
matically allocatedan appropriatememorytype. Furthermore,
it provideslow level abstractionsuchas malloc() and free()
to facilitate and managethe allocation of NP resourcessuch
asmicroengineLIFO registers.

NP-Click doesa muchbetterjob of abstractingNP architec-
turethanNetBind, but it still falls shortof providing a generic
approacho NP programmingWhile it abstractparticularfea-
turesof the IXP1200,it hasno notion of abstractingarbitrary
architecturesin a principled way, and thereby encouraging
designportability andtransferableskills acrossNP types.That
is, thereis no necessargommonalitybetweerthe abstractions
provided over differentarchitectureqe.g. NPs otherthanthe
IXP1200may not useLIFOs). In addition, NP-Click provides
no supportfor dynamicrecon®guration.

VERA [16], [17] is an extensible software router archi-
tecture that comprisesthree layers: the top layer provides
the abstractionof a router the bottom layer abstractsthe
hardware, and a middle “distributed operatingsystem' layer
mediatesbetweenthe two. The latter layer organisesthe
available paclet processorsnto a hierarcly of levels. Initial
classi®cationoccurson a “low level' processorattachedto
the MAC-port, and if the paclket requires further or more
complex processingthen a “higher level' processoris used.



Fig. 2. lllustration of capsulesand caplets

This provides a high degree of abstractionbut it is heavily
dependentn the IXP1200architectureFor example,it is hard
to seehow this sameabstractiorof levels could be maintained
on the EZChip NP (seesectionll).

Apart from the work discussedabove, additional research
has focusedon creatingtoolsetsfor speci®c NPs suchas C
compilers,simulators,dehuggersand benchmarkrs; someof
this work is describedn [18], [19], [20]. Like Teja, however,
this work focuseson making tools more usablerather than
on providing NP-tailored programmingmodelsthat promote
designportability and transferablegprogrammingskills.

Finally, the Network ProcessorForum [21], a Industry
consortiumthat aims to facilitate and acceleratethe devel-
opmentof NP products,is startingto take an interestin NP
programmingnterfacestandardisationlo datetheir focushas
beenon hardwarelevel interoperability but they have recently
announcedhe formation of a study group that will de®nea
software API for network-computingapplications.However,
it is not yet ervisagedthat this API will addresslow level
programmingof individual NP products.

I1l. TOWARDS A GENERIC PROGRAMMING MODEL FOR
NETWORK PROCESSORS

A. Overviev of the OpenCOMComponeniodel

A high-level view of our proposeccomponenmodel,called
OpenCOM[22], is givenin ®gure 2. This depictsthe central
conceptsof components(the ®lled circles), capsules(the
outer dottedbox), caplets(the inner dottedboxes), interfaces
(the small circles), receptaclegthe small cups),and bindings
(the implied associationbetweenthe adjacentinterfacesand
receptacles).

2 Components, Capsules and Caplets Componentsare
encapsulatedinits of functionality and deployment that in-
teractwith their ervironment (i.e. other components)xclu-
sively throughinterfacesand receptaclesComponentscarry
neggligible inherentoverheadand can effectively be usedin
extremely ®ne grainedcompositions Crucially, OpenCOMis
a runtime componentmodel meaningthat (unlike, say NP-
Click) componentsan be dynamicallydeployed at ary time
during run-time. The locus of deploymentis eithera capsule
or a caplet Both of theseconceptsrepresentsa scope for
componentleployment;thelatteraresub-scopesf the former
(they can be nestedto arbitrary depth). In principle (if the
deployment environmentpermits), capletscan be createdand

destrged at run-time. Different capletscan also host com-
ponentswritten in different languagede.g. to accommodate
interpretedlanguagedike Java; or to accommodatealifferent
machinelanguagesvherecapletsrun on differentCPU types).

Each capsuleoffers a simple run-time API for component
lifecycle managemengi.e. loading componentdnto the cap-
sule and instantiating and destrging them), and interface/
receptaclebinding (see belawv). To accomplishloading, the
model supportsthe notion of plug-in loaders. New loaders
with different behaiours can be addedat runtime, and they
canbe selectedaccordingto their particularproperties Exam-
plesare given belov. Importantly the loading of components
into a capsulecan be requestedy ary componentostedby
the capsuleno matterwhich capletis hostingit (thisis referred
to asthird-party deploymerjt

2 Interfaces and Receptaclesinterfacesare units of ser
vice provision offered by componentsthey are expressedn
termsof setsof operationsignaturesandassociatedlatatypes.
For languageindependenceOMG IDL [23] is used as a
speci®cationlanguage As in Click, componentsan support
multiple interfaces:this is usefulin recognisingseparationsf
concerns(e.g. betweenbasefunctionality and management).
Receptaclesare “anti-interfaces' used to make explicit the
dependencie®f componentson other componentswhereas
an interfacerepresentsan elementof serviceprovision, a re-
ceptaclerepresents unit of servicerequirerment Receptacles
are key to supportinga third-party style of composition(to
complementthe third-party deployment referred to above):
when third-party-deplging a componentinto a capsule,one
knows by looking at the component'sreceptaclegrecisely
which other componenttypes must be presentto satisfy its
dependencies.

2 Bindings Finally, bindings are associationsbetweena
singleinterfaceandasinglereceptaclehatresidein acommon
capsule(but not necessarilya commoncaplet). Similarly to
plug-in loaders,OpenCOM also supportsa notion of plug-
in binders. Again, the ideais to give accesgo an extensible
rangeof bindingmechanismsvith varying characteristicsSee
belov for examples.As mentioned,the creationof bindings
is inherently third-party in nature; it can be performedby
ary party within the capsule(i.e. not only by the "®rst-party’
componentsvhoseinterface or receptacleparticipatesin the
binding).

B. Applying OpenCOMin NPs

We now considerhow the above conceptscanbe appliedin
the diverserangeof NP typescharacteriseth sectionll. First,
the scoping-relatedotionsof capsulesand capletsare useful
in distinguishingdifferent processor@and typesof processors
on the NP in a generic manner (cf. the paclet processor
dimension).For example,in an IXP1200, we might map a
singlecapsuleontothe entireNP, andsub-scopéndividual mi-
croenginesandthe StrongARM control processaras caplets.
The capsuleruntime in sucha mappingwould resideon the
StrongARMwhereit couldrunin a standardperatingsystem
ervironment.An alternatve mappingcould encapsulatall the



microengineswithin a single caplet. Furthermore,a plug-in
loader associatedwith this caplet could perform intelligent
load balancingof componentsacrossmicroenginesthus pro-
viding a higher level of abstractionthan the ®rst alternatve.
Thenotionof capletsis alsousefulin isolatinguntrusteccode,
which is importantin active networking ervironments.For
example,a Java sandboxcould be isolatedas a caplet.

The IXP1200 is situatedtowards the “centralised'end of
the control dimensionde®nedin sectionll-A. In an NP with
lesscentralisationsuchasthe Motorola C-Portor the EZChip,
the capsuleabstractioncould spanboth the NP itself and its
hostingworkstation.In this case,the capsuleruntime would
execute on the host. Alternatively, the capsule abstraction
could be restrictedto the NP itself, and the capsuleruntime
could execute on one of the general packet processorsijf
present.This would be possiblein principle on the Motorola
C-Port, but not on the EZChip which hasno generalpurpose
processors.

The pluggable loader conceptis closely associatedwith
capsules/caplet3ypically, atleastoneloaderwill beprovided
for eachtype of caplet, and eachwill knov how to load
componentsnto the hardware (and/or languageervironment
underlying its particular caplet type. For example, on the
IXP1200 mappingreferredto above, therewould be (at least)
one loader for the StrongARM caplet and anotherfor the
microenginecaplets.Importantly the OpenCOMAPI allows
selectve transpareng in the use of loaders.If full loader
selectiontranspareng is desired,one can issuea call such
asload(componentl, caplet1) which will deducean appro-
priate loadertype from meta-dataattachedto componenti,
andusethis to load the componeninto the designateaaplet.
This essentially masks the fact that different components
may be implementedin different machinelanguagesEven
more transpareng can be requestedoy issuinga call of the
form load(componentl) which causesthe runtime to load
componentl into a default capsuleusing a default loader
Alternatively, one can opt for complete control and zero
transpareng by issuinga call of the form load(component1,
capletl, loader.3).

The pluggable binder conceptis equally central to the
componentmodel'sabstractiorpower. In this casetheabstrac-
tion is over the interconnectdimension.For example,on the
IXP1200we canencapsulat¢he NetBind binding mechanism
(seesectionll-B) as a plug-in binder that is competentto
bind componentshat have beenloadedinto a commoncaplet
that represents single underlying microengine.But equally
well, we can provide a binder that is competentto bind
component®n differentmicroenginege.g.basedon a shared
memory or a next-neighbourregister mechanism),or even
betweencomponent®n a microengineandcomponent®n the
StrongARM. Again, the use of plug-in bindersis selectvely
transparentlf we don't know or carein which capletsour two
target componentsare located,we can say bind(interfacel,
receptaclel5) and an appropriateloader will be selected
accordingto location-relatedmeta-dataattachedto the com-
ponentghatown the speci®ednterfaceandreceptacleOn the

otherhand,if it is importantto selecta particularmechanism,
we cansaybind(interfacel, receptaclel5, loader.4). And so
on.

Note that the abstractmodel of binding provided by the
pluggable binder frameawork is consistentacrossall types of
NP regardlessof the natureand diversity of the interconnects
betweenpaclet processorsFor example, it can uniformly
accommodatehe ®xed hardware channelssupportedby the
pipeline-orientedEZChip, or the bus and shared memory
interconnectsf the Motorola C-Port, in just the sameway
as the various mechanismssupportedby the IXP1200. Of
course,different NP architecturesnay imposeconstraintson
the form of possiblebindings. For example,it would not be
straightforvard to directly bind componentn non-adjacent
processoron the EZChip NP; althougheven hereit would
be possible (if perhapsundesirable)to provide a plug-in
binderthatimplementeahis type of binding by transparently
instantiatinga forwarderon the intermediaryprocessor(s).

The componentonceptaloneis capableof providing con-
siderableabstractionpower in termsof accommodatingledi-
catednon-programmablgrocessorsuchasthoseprovided by
the Motorola C-Port. Theseprocessorgan be accommodated
by representingthem with a "dummy' componentand an
associatedspecial plug-in loader and binder pair. Loading
the componentand binding it to the client componenthas
the effect of making the service provided by the dedicated
processor(e.g. table lookup) look as if it were a normal
software component.

A ®nal crucial property of the componentmodel is its
radically third-party naturein terms of loading and binding.
Thanksto this, a componenbn an IXP1200 microenginecan
load and bind two componentson the StrongARM control
processqror evenonthe hostworkstation,if thatcomeswithin
the scopeof the capsule.

Note that in this paperwe omit, for lack of space,ary
discussionof the important OpenCOMnotion of component
framevorks which are usedto supportsafedynamicsoftware
recon®gurationInformation on this topic is available in the
literature[22].

IV. CASE STuDY: OPENCOM ON THE INTEL I XP1200

For the pastyearwe have beenworking to deplgy andeval-
uatethe OpenCOMcomponenimodel on the Intel IXP1200.
The 1XP1200 was selectedbecauseof its open and well
documentedarchitecture,and becauset is a richly-featured
NP in termsof the dimensionspresentedn sectionll-A.

To generateuseful componentsvith which to populatethe
implementationwe have taken as our starting point various
modules(e.g.classi®ersforwarders,schedulergtc.) provided
by the NetBind project [14] from Columbia University We
have transformedhesebaremodules,which are written in C
or assemblerfor both the StrongARM CPU and the micro-
engines,into standardOpenCOM componentshby attaching
appropriatemeta-data(e.g. IDL interfaces, and loader and
binderattributes)to producestandardly-packageanddeploy-
able units.



The mappingwe currently employ of OpenCOMcapsules
and capletsto the IXP1200involves a single capsulethat en-
compasseboththe NP andthe hostworkstation,andcontains
separatecapletsfor: the host workstation (actually a single
Linux processon the workstation); the StrongARM (again,
a single Linux process);and each of the six microengines.
The OpenCOMruntimerunsin the StrongARMcaplet;all the
other capletsare “slaves' of this “central' runtime and incur
only minimal memory overheads(see belon). The memory
footprint of the central runtime itself is of the order of
300Kb, althoughwe believe that thereis considerablescope
for reducingthis.

Thecentralruntimein the StrongARMcapletcommunicates
with the other capletsby meansof so-calledcapletchannels
The role of theseis to bootstrapplug-in loadersand binders
associatedvith non-centralcaplets,and to supportcommu-
nication betweentheir two parts: such loaders/binders are
implementedas a “delegator' part that residesin the central
StrongARMcaplet,anda (minimal) “delegate’ partthatresides
in the other caplet. As examples,we now brie'y describe
example loader and binder plug-ins that are associatedwvith
the microenginecaplets.

The microengine loader plug-in is of interestin that it
providesthe illusion of dynamicloading despitethe fact that
the microengine hardware only allows modi®cation of its
instruction store when the CPU is stopped[12]. The basic
capability provided by the microenginehardware is to stop
the microengine,read/write arbitrary instruction store loca-
tions, and thenrestartit at a hard-wiredaddress.To achieve
transparentynamicloading it is thereforenecessaryor the
loaderto not only load the nev componentbut alsoto patch
the (hard-wired)restartaddressso that subsequenexecution
resumesat the point it left off. The loaderalsohasthe ability
to autonomouslynove codearoundwithin theinstructionstore
to avoid memoryfragmentatiorascomponentsreloadedand
unloaded.The loaderis also of interestin that it constrains
the form of OpenCOMcomponentst is willing to load. The
generalnotion of particularloaderssomeha restricting the
componentsthey can work with is a generaland powerful
patternin OpenCOM.In the presentcase,the IDL interfaces
of loadedcomponentsare restrictedto supportingoperations
thatacceptandreturnasingleinteger Thisrestriction,whichis
enforcedby inspectingthe component'dDL meta-datat load
time, is imposedpartly to simplify the designof the associated
binder (seebelow), and partly becauseghe assumednodel of
componentompositionon the microenginegborroved from
abore-mentionedNetBind work) is thatcomponentarebound
into a more-orless linear sequenceand cooperatrely work
on queuesof network paclets whoseaddressesre passedas
integer arguments.

Our intra-microenginebinder plug-in is strongly coupledto
the loader just described.It builds on the abose-mentioned
NetBind technique (see section 1I-B) of creating bindings
by ‘morphing' jump instructions. However, the binder is
more complex than the NetBind implementationbecause,
togetherwith the loader it supportsmultiple instantiations

of componentgunlike NetBind which only supportssingle-
ton components)The single agumentand return value are
passedvia a designatedegister The necessargntry and exit
point informationis obtainedfrom IDL meta-dataattachedo
the packagedcomponentwhich is transformedfrom relative
offsets to absoluteoffsets by the loader It is important to
notice, by the way, that the IDL-speci®ed interfacesdo not
incur performanceverheadIn fact,the overheadf thebinder
in calling a null operationwith no argumentsor returnvalues
is only ®ve (1-cycle) instructions.Thesesubsumepassingon
the stack a pointer to the perinstancestate vector of the
called componentand the return addressNote that NetBind
incurs an overheadof just two 1-cycle jump instructions(for
the call and the return). But this is becauseNetBind does
not supportmultiple instantiationsof componentsCrucially,
however, we could easily retrieve the NetBind performance
in the OpenCOMervironmentsimply by implementingand
installing an new binder plug-in that understandgsomponents
that obsere the NetBind calling cornvention and (therefore)
does not support multiple componentinstantiation. The es-
sentialpoint is that OpenCOM'splug-in architectureenables
us to supportary appropriatetrade-of. More generally it is
importantto obsere that the performanceof the OpenCOM
programmingmodel as a whole is almostentirely dependent
on the performanceof the binding mechanismsaised.Almost
all the value-addedeaturesof OpenCOMare con®nedto the
centralruntimeanddo not “getin the way' whencomponents
communicatewith eachotheron the NP's fastpath.

Apart from the microengineloader and binder discussed
above, we are currentlyimplementingloadersthat load com-
ponentsinto StrongARM and host workstation caplets;and
bindersthat bind componentsacrossary pairwise combina-
tions of the three caplettypes. Bindings betweenthe micro-
enginesandthe othertwo caplettypesare considerablymore
compl than intra- and inter-microenginebindings as they
require stubsand skeletonsto map the parameterand return
value to a bus paclet. To minimise memory overhead,the
microengine-sidestubs/ skeletonscan be hand codedrather
than generatechutomaticallyfrom the IDL speci®cation.

V. CONCLUSIONS AND FUTURE WORK

In this paperwe have characterisedhe design spaceof
NPs and proposeda component-basegrogrammingmodel
that, we have argued, can be applied generally within this
designspace.The componenimodel, mainly throughits plug-
in loadersand bindersand its associatechotion of caplets,
provides a high degree of design portability and potential
for skill transfer We have also demonstratechow plug-in
loadersandbinderscanexploit NP-speci®deaturego provide
both high performancefor example,our microenginebinder
incurscomparableverheadso NetBindon theXP1200),and
value-addedbehaior (for example, our microengineloader/
binder supports multiple instantiationsof componentsand
transparentlyoptimisesinstruction store use as components
are dynamicallyloaded/instantiateddestryed).



Most importantly we have armgued that our abstractions
are geneally applicable NP-Click also abstractdNP-speci®c
features- e.g. it provides an APl to manageand allocate
microengineLIFO resourceson the IXP1200. But this API
would make no senseon an NP that did not supportLIFOs.
The OpenCOM approachwould be to provide a plug in
binder (a generic abstraction)that internally uses,manages
and allocatesLIFOs (if present)to build a reusablebinder
plug-in.

OpenCOMalso supportsrun-time recon®guration.n this
paperwe have discussedhe basic mechanismsehind this
(i.e.receptaclesandtheability to bind andunbindcomponents
at runtime). But we have not elaboratedon OpenCOM'sap-
proachto managingintegrity, consisteny, safetyand security
when performing recon®gurationoperations.As mentioned,
we rely onthenotionof componenframeavorks[22] to support
this. We have already explored the provision of component
framavorks in other domains in which we have applied
OpenCOM (e.g. Middleware [24]); one aspectof our future
work will beto furtherexplore this interestinganddemanding
areain the NP domain.

The main thrust of our future work, however, will be to
explore the use of OpenCOMin other NP environments.We
are already investigating the more advanced XP2400 from
Intel andthe IBM PowerNP;but we would alsolik e to provide
further evidencefor the generalityof our approachoy looking
in more detail at NPs elsavherein the designspaceoutlined
in this paper
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